LAND BANK OF THE PHILIPPINES
ANNUAL RISK AND CONTROL SELF-ASSESSMENT (RCSA) FOR BUSINESS PROCESSES

LBP RESOURCES AND DEVELOPMENT CORPO

(Name of Department/Office)
For the Year 2014

A. RISK IDENTIFICATION

Inability to foresee and react to
market trends

Clients Products
and Business
Practice

Improper Business
or Market Practices

Improper trade or
market practice

Banking Regulations/ Accounting,
Reporting and Disclosure

Inaccurate / incomplete reports or
delayed/non-submission of reports

- Lack awareness/ knowledge on the
bank’s monitoring and reporting
requirements

- Unintentional/ deliberate non-
compliance to regulatory
requirements

Execution Delivery
and Process
Management

Monitoring and
Reporting

Failed mandatory
reporting obligation

Ethics

Sales (Business Growth)
Marketing

Client Relationship Management
Reputation

« Unprofessional/unethical conduct
* Incompetence

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

Culture/Ethics

Lack of understanding of job
descriptions/ organizational
structures resulting to confusion and
pin pointing/ overlapping of
responsibilities

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

Culture/Ethics

Failure to inculcate good moral
values that would help refrain
employees from committing unethical
conduct, such as contracting
personal loans of money or
properties from persons with whom
the bank has business relations

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Missed deadline or
responsibility
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People Development and Performance

A. RISK IDENTIFICATION

Inability to develop and enhance
employees skills to carry out the
assigned duties and responsibilities

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

People Development and Performance

Lack of personnel knowledge/
training which could result to:

- High incidence of fraud

- Frequent occurrence of procedural
lapses

- Regulatory penalties

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

People Development and Performance

Delayed transfer of employee to
other Units for career advancement
due to lack of immediate replacement

Internal Fraud

Unauthorized
Activity

Transaction type
unauthorized (with
monetary loss)

Client Relationship Management

Unmatched volume of transactions
vis-a-vis staffing parameters

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

Recruiting & Retention

Hiring of high risk/incompetent staff

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Delivery failure

Recruiting & Retention

Low employee morale / lack of
motivation/ commitment

- Work overload

- Overstaying in the position (‘untog”
situation) of performing personnel

- Delayed promotion due to
insufficient training requirements
(non-attendance/postponement due
to lack of relievers)

Employment
Practices and
Workplace Safety

Employee Relations

Compensation
benefit termination
issues

Recruiting & Retention

Health problems caused by work-
related stress

Employment
Practices and
Workplace Safety

Safe Environment

Employee health &
safety rules and
events

Succession Planning

Prolonged acting capacity to the
position

Employment
Practices and
Workplace Safety

Employee Relations

Compensation
benefit termination
issues

Succession Planning

Non-availability of competent person
for the position

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Delivery failure

Banking regulations

Assignment of contractual employees
to sensitive positions

Clients Products
and Business
Practice

Suitability
Disclosure and
Fiduciary

Fiduciary breaches
or guideline
violations

Banking Regulations
Fraud
Accounting, Reporting and Disclosure

« Deviations/nonconformity to bank
regulations, policies and guidelines
« Erroneous/delayed or non-
recording of transaction

« Submission of erroneous / delayed
or non-submission of required
reports

Execution Delivery
and Process
Management

Monitoring and
Reporting

Failed mandatory
reporting obligation
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A. RISK IDENTIFICATION

RISK REFERENCE

BASEL Il RISK EVENT CATEGORIES

RISK ASSESSMENT OF INHERENT LOSS

ASSESSMENT OF CONTROL

CLASS B
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RISK MEASUREMENT

BASIS OF COMPUTATION
(e.g., actual loss,
penalties/sanctions, cost of
recovery, overtime

INHERENT LOSS
(Absolute Amount in Peso)

pay/additional manhours,
opportunity loss, etc.

RISK DRIVER
RISK (Causes of Risk)
LEVEL | LEVEL Il LEVEL Ill
Fraud / Information Security and Unauthorized system access: Execution Delivery |Transaction Capture | Other task

Confidentiality

- Entrusting Supervisor’s password
to staff

- Delegating responsibility to staff
(e.g. keying-in of Officer/Supervisor
User ID)

- Failure to temporarily sign-off User
ID before leaving the workstation

and Process
Management

Execution and
Maintenance

misperformance

Fraud / Information Security and
Confidentiality

Misuse/abuse of access rights given
- Permanent enrollment of alternates
with incompatible duties

Internal Fraud

Unauthorized
Activity

Transactions not

reported_intentional

Fraud / Information Security and
Confidentiality

Failure to delete system access of re-
assigned/separated employees

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

People Development & Performance

Limited knowledge on bank systems
operations

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Model or system
misoperation

People Development & Performance

Insufficient hands-on training on
systems operations

Execution Delivery
and Process

Transaction Capture
Execution and

Model or system
misoperation

Management Maintenance
Banking Regulations « Unauthorized disclosure of Internal Fraud Unauthorized Transaction type
Information Security & Confidentiality classified/confidential information Activity unauthorized_with

Fraud
Client Relationship Management
Reputation

« Unauthorized access to classified /
confidential information, e.g. use of
security code by person other than
custodian

« Classified / confidential information
not maintained in secured (i.e., with
lock/security code) and designated
place

« Custodian without proper
authorization

« Deliberate / illicit disclosure of
classified / confidential information

monetary loss

Banking Regulations

« Inaccurate/delayed MAIR
preparation

*Unauthorized Official Business
(OB)/travel

» Undocumented OB/travel

Execution Delivery
and Process
Management

Monitoring and
Reporting

Failed mandatory
reporting obligation

Product Delivery & Support
Business Continuity Planning

« Frequent system/ equipment
breakdown

« Loss/damage to property

« Non-disposal of uneconomical/
unserviceable assets / equipment

Clients Products
and Business
Practice

Product Flaws

Negligent loss or
damage of client
assets

IMPACT

Level

Score

CONTROL ADEQUACY
EXISTING CONTROLS

HISTORICAL FREQUENCY

PROBABILITY

(Control Score x Historical RISK SCORE POTENTIAL LOSS
Frequency Score) ("“Pa’i‘_SC‘L’:’:D RISKWEIGHT | erent Loss X Risk Weight)

Description

Score

Frequency of Occurrence

Score

Score Level



Accounting, Reporting and Disclosure
Internal Control
Fraud

A. RISK IDENTIFICATION

« Inaccurate/delayed/

reporting of fixed assets

« Unaccounted bank
assets/equipment

« Non-designation of Property and
Supply Officer

Execution Delivery
and Process
Management

Monitoring and
Reporting

Failed mandatory
reporting obligation

Product Delivery & Support

« Insufficient/unavailable supplies
« Wastage/misuse of supplies

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Other task
misperformance

Product Delivery and Support
Accounting, Reporting and Disclosure
Internal Control

« Petty Cash Officer not bonded

« Unavailability of petty cash fund
« Erroneous liquidation

« Delayed replenishment

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Accounting error or
entity attribution
error

« Presentation of tampered!/ fictitious
receipts/documents for liquidation

Internal Fraud

Unauthorized
Activity

Transaction type
unauthorized_with
monetary loss

Banking regulation / Information Security
and Confidentiality / Contract

Unauthorized disclosure of Bank’s
confidential information in violation of
Bank Secrecy Law

Clients Products
and Business
Practice

Suitability
Disclosure and
Fiduciary

Suitability or
disclosure issues

Banking regulation / Information Security
and Confidentiality / Contract

Loss/damage of vital records/
documents

Clients Products
and Business
Practice

Suitability
Disclosure and
Fiduciary

Breach of privacy

Fraud

Client Relationship Management
Internal Control

Contract

Banking Regulations

Reputation

« Lost / missing documents

« Unauthorized disclosure / access /
release of documents

« Improper safekeeping of files /
records

Execution Delivery
and Process
Management

Customer or Client
Account
Management

Negligent loss or
damage of client
assets
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Prepared by:
Reviewed by:

Banking Regulations

A. RISK IDENTIFICATION

« Credit files not properly culled and
disposed of

« Delayed / non-transfer of
documents to designated warehouse
« Non-maintenance of logbook /
transmittal report on transfer /
disposal of documents

« Non-maintenance of back-up files

Execution Delivery
and Process
Management

Transaction Capture
Execution and
Maintenance

Missed deadline or
responsibility
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